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IntroductIon
The terrorist attacks of  September 11, 2001 radi-

cally affected the manner in which States approach 
border security and international migration man-
agement. Since September 11 and subsequent ter-
rorist attacks in Europe, Asia, and the Middle East, 
national security and migration have been brought 
sharply into focus, heightening the concern that 
weak migration management systems can pose to 
the security and safety of  the destination country 
and its population. The call for tighter controls of 
frontiers and safer travel documents, as well as sig-
nificant increases in inter-departmental and cross-
border co-operation, has been virtually unanimous 
among concerned States. Building capacities and 
increasing cooperation in these areas has become a 
priority in both domestic and foreign policy. 

A key component of reinforcing the security aspect 
of international migration, particularly among devel-

oped countries, is the planning for use of biometric 
systems in various areas of migration management. 
Biometric applications are being conceptualized and 
progressively implemented to promote and ensure na-
tional security at the borders, and to increase the integ-
rity of international travel documents and their issu-
ance systems. Not only are biometric systems being in-
troduced at the national level, but there is an increasing 
call for, and expectation of, the collection and sharing 
of biometric data at the international level. In conjunc-
tion with this development there has been greater ac-
ceptance by the general public of the use of biometrics 
and the “intrusion” of the State into the private sphere 
in the interests of national security. 

As a result of these developments States are in-
creasing their accumulation of biometric data in 
relation to non-nationals seeking entry to the ter-
ritory, and also in relation to their own nationals 
concerning applications for travel documents. These 
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developments have given rise to considerable con-
cern amongst privacy and civil rights advocates who 
believe that the right to privacy and other interests 
of the individual are being overshadowed by, and in 
many cases subjugated to, the security interests of 
the State. 

This paper will focus on the impact of the rapid ex-
pansion in the use of biometric systems in migration 
management on the rights of individuals; it seeks to 
highlight legal issues for consideration in implement-
ing such systems, taking as the starting point that the 
security interests of the state and the rights of the 
individual are not, and should not be, mutually ex-
clusive. The first part of this paper briefly describes 
the type of biometric applications available, how bio-
metric systems function, and those used in migration 
management. The second part examines the potential 
offered by biometrics for greater security in migration 
management, and focuses on developments in the use 
of biometrics as a result of September 11. The third 
part discusses the impact of the use of biometrics 
in the management of migration on the individual’s 
right to privacy and ability to move freely and law-
fully. The paper highlights the increasing need for 
domestic and international frameworks to govern the 
use of biometric applications in the migration/securi-
ty context, and proposes a number of issues that such 
frameworks could address.

underStandIng BIometrIcS
Biometrics can be defined as “the automated means 

of identifying an individual through the measure-
ment of distinguishing physiological or behavioural 
traits” [1]. Biometric scanning is the process whereby 
biometric measurements are collected and enrolled 
in a computer system with the purpose of using the 
measurements to either verify a person’s identity or 
to search for his/her identity. Most biometric sys-
tems are based on mathematical formulae used to 
detect statistically significant correlations between a 
live capture biometric and biometric templates pre-
viously entered into the travel document or compu-
ter system [2].

The main biometric techniques being used for veri-
fication and identification processes, in all sectors of 
society, include fingerprinting, iris scanning, facial 
imaging, hand geometry, speaker voice recognition 
and signature verification(a):

-  fingerprinting involves the placing of the finger/s 
on an electronic scanner which reads the unique 
ridges on the finger; 

-  iris scanning involves the photographic scanning 
of the unique coloured patterns of the iris; 

-  facial imaging involves capturing images of the 
face, preferably from a certain angle and with 
controlled light and background;

-  hand geometry involves the placing of the hand 
on a scanner which measures the length, width 
and thickness of the hand and digits.

Thereafter the biometric reading can be used to: 
a)  verify that an individual is who s/he claims to be: 

this involves a one-to-one match between a sub-
ject’s biometric data obtained at the point of ver-
ification, and a biometric template created when 
the subject enrolled in the system. For example, 
when biometrics are used in the passport or visa 
application process, but not stored in the travel 
document itself, the live-capture biometric can 
be checked against the biometric stored in the 
visa or passport application record when the per-
son arrives to pick up the new travel document. 
Similarly, once a biometric is included in a travel 
document, whether in a visa, passport or identi-
fication card, the person holding that document 
can be checked through live capture against the 
biometric data in the document. In both examples, 
the searching process is one-to-one: the biometric 
is used to verify that the person is the same one as 
in the document application record, or presented 
in the passport or travel document; 

b)  identify individuals when one-to-one verifica-
tion is not possible or sufficient: this involves a 
one-to-many search between a subject’s biomet-
ric data, which can be either live-captured or 
from another source, and a collection of tem-
plates of the same biometric (facial, finger, etc.) 
of all the individuals enrolled in the system. For 
example, when an individual presents at a bor-
der, or when s/he applies for a passport or visa, 
his/her biometrics can be taken and searched 
against existing records in the database.

Of the two alternatives, one-to-one matches have 
the highest rate of accuracy. Rates of accuracy with 
one-to-many searches are, however, improving and 
the use of multi-tiered biometric searching (search-
ing more than one biometric identifier in a certain 
sequence) is one way of increasing the accuracy of 
these broader searches.

The most reliable biometric features are fingerprint-
ing and iris scanning, both in one-to-one and one-to-
many matches, and are the most frequently used in 
migration management. Research into facial scanning 
is on-going, and it is anticipated that it will achieve 
high accuracy in the future for identification and veri-
fication purposes(a). The International Civil Aviation 
Organization (ICAO), the international organization 
leading the setting of standards for the use of biomet-
rics in passports, has concluded that the face is the 
biometric most suited to the practicalities of travel 
document issuance, with fingerprint and/or iris avail-
able for choice by States for inclusion as complemen-
tary biometric technologies [1]. The considerations 
of ICAO Member States in choosing the biometric 

(a)Examples of biometric identifiers under investigation include gait recognition, vein patterns, sweat pores, body odor measurements and 
brainwaves. For a comprehensive outline of biometric technologies, see OECD Doc. DSTI/ICCP/REG(2993)2/Final, p. 35.
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technologies for use in travel documents(b) provide an 
interesting insight into government concerns vis-à-vis 
biometrics in the migration/security context; these 
include the ease with which they build upon existing 
processes, the ease and mode of capture, the degree 
of public familiarity, and tacitly their acceptance of, 
the biometric chosen.

 BIometrIcS, mIgratIon 
and SecurIty
When compared to traditional forms of identifi-

cation, such as photographs or data-only identity 
cards, the use of biometrics increases the certainty 
that the person presenting the identification is indeed 
who s/he claims to be and ensures a stronger link be-
tween the holder of the document and the document 
itself. In the migration context, this has the obvious 
benefit of reducing document fraud and assisting in 
identifying mala fide travelers. 

Further, the use of biometric systems in the man-
agement of migration can facilitate the efficient con-
trol of the border, particularly once the biometric is 
deployed in the travel document. When this is the 
case, those managing entry points can be quickly as-
sured that the person holding the document is the 
one to whom it was issued. Routine and automated 
checks against a watch list could still be required, as 
could a review of the usual security features present 
on most passports and visas to ensure that the entire 
document is not fraudulent. In the new biometric 
passports this assurance could also be gained by 
electronically checking the validity of the issuance 
information encoded with the biometric on the travel 
document’s chip against a database of authorized 
“private keys”, a kind of electronic signature that 
guarantees the validity of the issuance systems(c). 
Only in doubtful cases would border officers need 
then to instigate a secondary inspection process [3]. 
Biometrics are most commonly used in the manage-
ment of migration to secure the travel document 
and its issuance system through one or more of the 
following complementing applications: 

a)  providing a biometric log-on function for gov-
ernment officials who are issuing passports, 
thereby providing better security in the issuance 
process and a clear audit trail;

b)  including biometric indicators in the travel docu-
ment application process, thereby eliminating 
or greatly reducing the possibility of a single 
person being issued more than one passport un-
der different names, and enabling better one-to-
many checks against a pre-issuance watch list;

c)  including the biometric indicator in the passport or 
other travel document in a standardized format.

In addition, the European Union is planning to 
use biometrics in a centralized database to record 
and screen persons seeking Schengen visas [4]. 
Under consideration are programmes to establish 
multi-country biometric databases of travelers, in-
clusive of watch list functions, to better manage the 
screening process and to, in effect, help manage the 
“virtual border”(d). Further, biometrics are also be-
ing used in some destination countries to help man-
age services for migrant populations such as the 
Netherlands or the United Kingdom. 

The events of September 11 have had a dramatic 
impact on the use of biometric systems in the mi-
gration/security context. Prior to this date, biomet-
ric systems were emerging as a tool in migration 
management and, as with any other emerging tech-
nology, were being implemented on an ad hoc basis 
as prototypes for testing. One use was to facilitate 
travel enabling frequent travelers to enroll their bio-
metric data and then use fast-track lanes upon de-
parture and arrival. Such systems were based on the 
voluntary enrolment of the subject and were used 
for personal convenience and speed of processing. 
For security purposes, biometric systems were pri-
marily used for gaining access to restricted areas in 
airports, one exception to this being the EURODAC 
system(e). It must be added, though, that in the case 
of passports the initiative to include biometrics in 
passports well precedes September 11. The events of 
that day, however, undoubtedly led to redoubled ef-
forts and specific timelines for implementation. 

(b)Considerations cited include that facial photographs: do not disclose information that the subject does not routinely disclose to the general 
public; are non-intrusive – the subject does not have to touch or interact with a physical device for a substantial timeframe to be enrolled; 
are already collected and verified routinely as part of the application form process to produce a passport; do not require the introduction of 
new and costly enrolment procedures; can be captured from an endorsed photograph, not requiring the subject to be physically present. In 
addition, for watch lists, face (photograph) is generally the only biometric available for comparison, and human verification of the biometric 
against the photograph/person is relatively simple and a familiar process for border control authorities.

(c)Biometric travel documents coupled with appropriately-equipped entry points could also lead to automated entry procedures at some 
borders, where travelers present their travel document to a scanner which can then open a gate or door for entry, or declines and refers the 
person for secondary inspection.

(d)The “virtual border” being the point of departure for entry into the target country (for example, the air boarding point abroad for a direct 
flight to the country of destination’s border).

(e)The EURODAC system introduced in the EU (with the exception of Denmark) in 2000 intended to create an EU database on asylum 
seekers and other non-EU nationals apprehended while illegally crossing borders in the EU territory or found illegally present within its ter-
ritory. Its principal purpose is to facilitate the effective application of the former Dublin Convention for determining the EU Member State 
responsible for examining the asylum application. It uses a common asylum fingerprint database to check asylum applicants to ensure that 
no duplicate asylum applications have been entered in different locations, or under different names.
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Since September 11, the biometric industry has 
been forced to develop at a rapid rate driven by gov-
ernment demand for technology that enhances bor-
der security, combining a high degree of accuracy 
with speed of processing necessary at border points. 
Whilst the call for greater security vis-à-vis non-na-
tionals seeking to enter a third country has resound-
ed throughout many countries, this phenomenon has 
been most felt in, and in many ways been driven by, 
the United States in its efforts to strengthen home-
land security. Subsequent terrorist attacks in various 
regions around the globe have fortified other coun-
tries’ resolve in this regard. Although several coun-
tries are incorporating biometric applications into 
their migration management practices, the focus of 
this section will be on post September 11 develop-
ments in the United States (US) and the European 
Union (EU) given the implications of these develop-
ments for governments and travelers worldwide. 

A key US initiative affecting international devel-
opments in the use of biometrics is the Department 
of Homeland Security’s US Visitor and Immigrant 
Status Indicator Technology (US-VISIT) 
programme(f). The US VISIT programme collects 
biographic, travel and biometric information (pho-
tographs and fingerprints) of non-US nationals at 
the point of entry to assist border guards verify the 
individual’s identity on arrival and departure [5]. 
The stated objective of the programme is to enhance 
the security of the US while facilitating legitimate 
travel and trade. As a complement to the US-VISIT 
programme, in October 2004, the State Department 
implemented a Biometric Visa Programme at all 
its non-immigrant visa-issuing overseas consulates, 
requiring that all applicants for US visas have fin-
gerprints and digital photographs collected and 
cleared through the DHS Automated Biometric 
Identification System before receiving a visa [6]. A 
final component of the United States migration/se-
curity approach is that as a condition of continued 
participation in its visa waiver program, biometrics 
must be incorporated into tamper-resistant travel 
documents of participant countries(g). The impact 
of these requirements has been felt around the globe 
and, as a result, several countries are introducing bi-
ometrics into their passports to ensure compliance 
with United States requirements.

Parallel to these developments have been EU 
moves to establish a “coherent approach … on bio-
metric identifiers or biometric data for documents 
for third country nationals, EU passports and in-
formation systems” [7]. In February 2004, the EU 
Commission adopted proposals for a Regulation 

harmonizing the biometric identifiers for visa and 
residence permits of  third country nationals [8], 
and a Regulation harmonizing security standards 
for EU citizens’ passports [3]. The Proposal con-
cerning third country national visas calls for each 
Member State to incorporate a facial scan and 
fingerprint into visa and residence permits in a 
harmonized way, ensuring interoperability among 
Member States [4].

The stated aim of the Proposal for the introduc-
tion of  biometric indicators in EU passports is to 
render the passport more secure by setting mini-
mum standards for harmonized security features 
and at the same time to establish a reliable link 
between the genuine holder and the document 
through the use of  biometrics. In addition, it would 
allow EU Member States to meet the requirements 
of  the US Visa Waiver program in conformity with 
international standards [3]. The Proposal required 
the inclusion of  a facial image, with fingerprints in 
interoperable format being optional. In December 
2004, the EU Council adopted a Regulation on 
standards for security features and biometrics in 
passports and travel documents issued by Member 
States [9], requiring the mandatory, instead of  op-
tional, inclusion of  fingerprints in passports. The 
Regulation requires Member States to apply the 
Regulation at the latest 18 months for facial images, 
and 36 months for fingerprints, after date of  adop-
tion of  the technical specifications to implement the 
Regulation [10].

 

Human rIgHtS ImplIcatIonS
of tHe uSe of BIometrIcS 
In mIgratIon management
While much discourse at the national and inter-

national levels has focused on biometrics as a tool 
for state security, such systems also have consider-
able impact on the rights of the individual, both na-
tionals and non-nationals, which requires a full and 
genuine discussion of the implications, as has taken 
place in the use of biometrics in the general commu-
nity. This is particularly necessary in the context of 
non-nationals seeking to enter a country; individu-
als who do not have the opportunity to feed into the 
development and implementation of biometric sys-
tems in the context of migration management. This 
section of the paper focuses on the impact of the use 
of biometrics in migration management on the indi-
vidual’s right to privacy, and the implications for the 
individual’s ability to move freely and lawfully in the 
event of a problem in the biometric reading. 

(f)The US Visit Programme is based on The Illegal Immigration and Reform and Immigrant Responsibility Act of 1996; The Immigration and 
Naturalization Service Data Management Improvement Act of 2000; The USA PATRIOT Act of 2001; and The Enhanced Border Security 
and Visa Entry Reform Act of 2001.

(g)In August 2004, the US granted an extension from 26 October 2004 to 26 October 2005 for visa waver countries to start issuing biometric 
passports. The EU has recently requested a second extension of the deadline to 28 August 2006.
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Implications for the right to privacy 
Biometrics are increasingly being used in all sectors 

of society to promote convenience, accuracy and se-
curity in personal identification, which benefits both 
the individual and society. The pros and cons of the 
use of biometrics in the everyday life of the indi-
vidual are well documented, so too is the potential 
impact that biometrics may have on the privacy of 
the individual [11]. The privacy concerns relating to 
the general use of biometrics are equally applicable to 
their use in the migration/security context. In short, 
concerns include the risk of: 

a)  functional creep: that biometric data collected 
for one purpose will be used for another with-
out the consent of the individual. An example 
of this in the migration management context 
could be that data collected for immigration 
purposes is subsequently used for the preven-
tion and detection of crime and regulation of 
access to state benefits. Indeed, in the absence 
of strict guidelines, and their enforcement, in-
formation collected could potentially be used 
for any number of activities; 

b)  clandestine tracking: related to functional creep 
is the concern that the creation of large data-
bases of information on individuals may enable 
a government to secretly monitor the activities of 
individuals. In the migration context, the aggres-
sive collection and use of data on non-nationals 
could lead to the unwarranted monitoring of a 
non-national’s movement once in a country; 

c)  divulging further information: biometric read-
ings may divulge information about an individ-
ual, in addition to his/her identity. For example, 
an iris scan may provide information on, for ex-
ample, a person’s state of health; 

d)  access to information: that information may be 
used in a manner not permitted by law, wheth-
er by the authorized holder of  the information 
or a third party. In the context of  third party 
access, computer systems used for the storage 
of  biometric data are vulnerable to hacking 
and unauthorised use, as any other computer 
system [12]. 

These potential threats to the individual’s right to 
privacy are usually limited to the domestic jurisdic-
tion in which the system is being introduced. However, 
given the international scope of the use of biometric 
systems in the migration/security context, their poten-
tial impact on an individual’s right to privacy is com-
pounded. First, migration/security management in-
creasingly involves the prospect of large databases of 

biometric information being gathered and exchanged 
throughout the world, where disparate standards for 
securing such databases exist and principles of data 
and privacy protection unevenly apply.

Second, until now, the absence of standards of 
interoperability at the international level has led to 
the incompatibility of different biometric solutions, 
meaning that there is a lack of interoperability of 
systems between countries(h). However, government 
policies and the biometrics industry are increasingly 
moving towards worldwide applications for bio-
metrics in migration management and, before long, 
standards will evolve driving interoperability across 
all components of biometric solutions: devices, al-
gorithms, protocols, application integration, data 
capture and storage. The result will likely be world-
wide interoperable biometric systems. 

Third, as noted by ICAO many actors and control 
procedures are often involved in the use of biometric 
systems. Not only are potentially several government 
authorities in a country entrusted with access to the 
data, but also increasingly private companies, such 
as airlines, which have a responsibility in the field of 
control of travel documents and security [1]. 

Given therefore the transnational nature of the 
migration/security phenomenon, growth in the use 
of such systems and the likely expansion of actors 
having access to individuals’ biometric information, 
consideration should be given to the establishment 
of national, and indeed international, standards 
which ensure that the privacy interests of the indi-
vidual are adequately protected. 

The definition of  privacy depends on the context 
to which the concept is being applied. In its general 
use, it essentially equates to the right to protection 
from intrusion into one’s private sphere; whether 
this be one’s personal information, personal com-
munications, physical body, or the physical space 
in which one lives [12]. In this paper, the implica-
tions of  biometrics on the privacy of  one’s person-
al information are examined. The right to privacy 
is found in various international instruments. It 
is contained in Art. 12, Universal Declaration on 
Human Rights which states “No one should be sub-
ject to arbitrary interference with his privacy, fam-
ily, home or correspondence, nor to attacks on his 
honor or reputation. Everyone has the right to the 
protection of  the law against such interferences or 
attacks”. This is reiterated in Art. 17, International 
Covenant on Civil and Political Rights(i) and vari-
ous regional instruments(l), and specifically recog-
nized as applicable to migrants by the Convention 

(h)For example, the EU, through SIS II (not yet operational – expected 2007) and other national ID/passport issuance projects, aims to ensure 
interoperability with EURODAC and VIS and is the first step in this direction.

(i)“No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or correspondence, nor to unlawful attacks 
on his honour and reputation”. 

(l)Examples of the protection of the right to privacy at the regional level include Art. 8 of the European Convention for the Protection of 
Human Rights and Fundamental Freedoms and Art. 11 of the American Convention on Human Rights. 
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on the Protection of  the Rights of  All Migrant 
Workers and Members of  their Families(m). 

The right to privacy is a right of all individuals, it is 
not restricted to nationals of a country, nor is there 
a distinction between non-nationals in a regular or 
irregular situation in the entitlement to this right(n). 
Whilst the right to privacy may be derogated from 
in the interests of national security, such measures 
must be necessary and proportionate to the exigen-
cies of the situation, and must not involve discrimi-
nation in their application. Further, as noted by the 
Human Rights Committee [13], the right to privacy 
should be guaranteed against all arbitrary and un-
lawful interference, whether emanating from State 
authorities or from natural or legal persons. 

A number of guidelines have been promulgated at 
the international level on privacy and the use of elec-
tronic data, which are also relevant to the use of bio-
metrics in international migration management. These 
include the United Nations (UN) Guidelines for the 
Regulation of Computerized Personal Data Files [14], 
UN Human Rights Committee General Comment 16 
[13], the OECD Guidelines Governing the Protection 
of Privacy and Transborder Data Flows of Personal 
Data [15], and the OECD Security Guidelines. A re-
view of these standards reveals a list of common princi-
ples that should be applied in the collection and use of 
electronic data. These can be summarized as follows: 

-  data should be obtained in accordance with the 
law and, where appropriate, with the knowledge 
or consent of the individual;

-  the purposes of data collection should be known 
when collected, data collection should be relevant 
to the purposes for which it is used, and only be 
used in accordance with those purposes; 

-  personal data should be kept accurate and up 
to date. It should be retained only for as long as 
needed for the purposes collected; 

-  data likely to give rise to unlawful or arbitrary 
discrimination should not be compiled, unless 
domestic law provides appropriate safeguards; 

-  personal data should be adequately safeguarded 
against human and non-human security risks;

-  policies and practices vis-à-vis the collection and 
use of personal data should be as transparent as 
possible; 

-  an individual should have the right, without un-
due delay or expense, to know whether or not a 
body holds data relating to him/her, to be able 
to access the information, have information cor-
rected if  incorrect, and obtain a remedy if  this is 
not complied with;

-  the use of personal data should be monitored by 
an independent body.

The international principles outlined provide guid-
ance for establishing a framework for achieving bal-
ance between privacy and security interests in the 
collection, use and exchange of biometrics. However 
certain of these principles give rise to a number of 
questions in the migration/security context. For ex-
ample: 

-  after how many years should biometric informa-
tion of nationals and non-nationals collected in 
the migration/security context “cease to be re-
quired”? Should there be a limit on the length of 
storage of such data? Should this vary depending 
on the type of travel document involved?

-  at what age should the collection of biometric 
data of non-nationals commence? It is question-
able whether collecting the biometric data of, for 
example, a 10 year old child would be necessary/
justifiable. Similarly should an upper age limit on 
the collection or storage of biometric data apply?

-  what mechanisms should be employed to keep in-
formation accurate and up to date? In the context, 
for example, of facial imaging a digital image is 
stored in the contactless chip. Facial imaging has 
been proven to be less accurate as the photo ages; 

-  what degree of information should be stored, in 
addition to the biometric, on a document with 
biometric identifiers? A biometric identifier does 
not, per se, give for example information on one’s 
race. However supporting data may be used for 
discriminatory purposes. Similarly, health related 
information evident in iris readings may poten-
tially be used for discriminatory purposes in the 
migration context;

-  with whom, and in what circumstances, should 
biometric data collected in the migration/security 
context be shared, both at the national and inter-
national levels? Who is responsible and account-
able if  there is improper use of the information? 
What recourse should be available?

-  what degree of transparency should be expected 
in policies and practices vis-à-vis biometric data 
when a primary purpose of its collection is “na-
tional security”?

It is important that these and related issues are ad-
dressed in the infancy stage of collection of biomet-
ric information in the migration/security context, to 
ensure a framework is in place that achieves a bal-
ance between the restless dichotomy of respecting 
the power of the State to take measures to protect 
its security, and ensuring adequate protection of the 
individual’s right to privacy. Similarly, it is neces-
sary that such a framework is established from the 
outset of system development to ensure that “… 
policy imperatives are driving the development of 

(m)The International Convention on the Protection of the Rights of All Migrant Workers and Members of their Families; Art 14: No mi-
grant worker or member of his or her family shall be subjected to arbitrary or unlawful interference with his or her family, home, correspond-
ence or other communications or to unlawful attacks on his or her honour and reputation. Each migrant worker and member of his or her 
family shall have the right to the protection of the law against such interference or attacks.

(n)Whilst distinctions between nationals and non-nationals are permitted, such distinctions should not be discriminatory. 
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technology and not technology driving policy” [16].
It is submitted that the following elements are piv-
otal in achieving such balance, both at the national 
and international levels: 

-  appropriate mechanisms need to be put in place 
to ensure the accountability of those operating 
biometric systems; 

-  in particular, independent monitors, as with any 
area of application of biometrics, should be es-
tablished at the national level to ensure account-
ability in the implementing and enforcing of pri-
vacy and data protection principles; 

-  adequate security of biometric data needs to be 
built in at the outset of the creation of a system to 
ensure its ability to provide privacy security;

-  the use of biometrics in migration management 
needs to be established in national, and where 
relevant regional, law. Legislation should apply 
to all entities having access to the data, both pub-
lic and private;

-  the permitted use of the data specified and those 
individuals/entities having access to the data based 
firmly in “necessity”;

-  the amount of biometric and related information 
collected, and its use, must be proportionate to the 
end sought to be achieved through its collection;

-  privacy legislation in domestic systems should 
afford adequate protection to the biometric data 
collected from non-nationals. Any distinctions 
between nationals and non-nationals should be 
justifiable; and 

-  given the truly international nature of the migra-
tion phenomenon and the burgeoning of biomet-
ric collection and exchange between countries, 
an international supervisory body could be es-
tablished/mandated to monitor the use of migra-
tion/security biometrics, and facilitate the devel-
opment of principles governing biometrics and 
their use, acceptable to all countries involved. 
Such a body could also be responsible for estab-
lishing standards for the use by private entities, 
such as airline and other carriers, of biometric 
data, and would ensure comprehensive regula-
tion of the use and security of biometric data. 

 Implications for the ability to move freely 
and lawfully 
As outlined above, the advantages of using biomet-

ric systems in migration management include greater 
accuracy in ascertaining the identity of an individual 
than traditional forms of identification, and greater 
security in linking the document holder to his/her 
document. It must be noted, however, that biometric 
systems are not infallible in performing either of these 
functions. The importance of this point in the migra-
tion/security context cannot be overstated, particu-
larly as the industry is being forced to rapidly develop 
to meet the security demands of governments, and 
the fact that the international framework governing 
its use is evolving contemporaneously with, and often 
in response to, the emergence of new technology.

Biometric systems work on statistical matching 
and provide a “degree of correlation” between the 
subject and biometric templates in a system for a 
human to make a final decision regarding identity 
of the individual in question [15]. Inherent to any 
biometric system is the occurrence of “false posi-
tives” and “false negatives”. False positives mean 
that a system will incorrectly correlate the individual 
presenting him/herself  and the biometrics of some-
one else in the system. A false negative means that 
the system will incorrectly reject an individual as 
not being the person s/he is claiming to be. A system 
which has a low level of false positives means that it 
addresses security concerns, however a low level of 
false positives usually correlates to a high level of 
false negatives; that is, the wrongful rejection of indi-
viduals. As noted by Feldman, “…whether a system 
is reliable enough to implement may turn on policy 
choices concerning which goals are paramount and 
which goals are expendable” [2]. An obvious objec-
tive for the use of biometric systems in migration 
management in the current security environment is 
to ensure a low level of false positives, the risk to 
avoid being treating as expendable the interests of a 
small percent of migrants. In addition to false posi-
tives and negatives, each system also involves rates 
of “failure to acquire” and “failure to enrol”. As 
described by the OECD [15], the failure to acquire 
rate measures the degree to which a biometric sys-
tem is unable to obtain or find an image of sufficient 
quality, due for example to inadequate lighting. The 
failure to enroll rate measures the degree to which 
the system is unable to extract sufficient features and 
generate repeatable templates, for example, the indi-
vidual has no readable fingerprints. 

The fallibility of biometric systems has prompted 
commentators to call for systems to provide second-
ary inspection and where possible the opportunity 
to appeal against a reading the individual believes to 
be inaccurate [2]. This is of particular concern in the 
migration/security context where: (a) in the passport 
or travel document application process, a “false neg-
ative” is generated or there is a “failure to enroll” in 
the system; and (b) the individual presents at a bor-
der, real or “virtual”, and on the basis of an incor-
rect biometric reading, or a “failure to acquire”, s/he 
is refused entry. Both scenarios have the potential to 
arbitrarily infringe upon the individual’s ability to 
move freely and lawfully. In such events, the impact 
for the migrant is far greater than for the State. For 
the individual this may seriously affect movement 
rights, and family, financial or security interests. For 
the State, it boils down to one less migrant.

The following scenarios deserve particular attention:
a)  in the context of the application process for 

passports incorporating biometric data, con-
sideration should be given to allowing “excep-
tional” procedures to ensure that those who can-
not be enrolled in the system can nevertheless 
travel. This may be through the capacity to ac-
cept travel documents with only one biometric 
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feature (where more than is one required), an 
alternative biometric feature, or a travel docu-
ment without biometrics. Such a procedure 
would avoid discrimination against an individ-
ual based on physical features;

b)  in the context of admission at the border, in order to 
ensure that the individual’s interests are adequately 
protected, States should take measures to ensure 
border personnel are equipped to handle exceptions 
such as a “failure to acquire”, the storage medium 
is damaged or not functioning properly, the docu-
ment has been tampered with or the verification 
software wrongfully generates a false negative [1]. 
It should be noted that protocols for managing the 
border without biometrics face similar challenges: 
making judgments on questionable cases. This, in 
itself, is nothing new for border officials. The advent 
of biometrics will not change the need for judgment 
and secondary inspection and, in fact, the current 
capacities and methods used in this regard will con-
tinue to be useful and highly relevant;

c)  the vulnerable position of non-nationals should 
be highlighted in relation to both the applica-
tion for travel documents and admission at the 
real/virtual border. It is a fundamental principle 
of State sovereignty that States have the power 
to determine whether non-nationals enter their 
territory, and on what conditions. Indeed, it is 
well accepted that States have wide discretion 
on admission matters. However, such discretion 
should not be exercised on the basis of an error 
of fact vis-à-vis a biometric reading. States can 
and generally do simply refuse a visa or entry at 
the border, with the exception of international 
protection obligations, if  they believe a non-na-
tional poses a security or other risk. 

Given that potential does exist for refusal to grant 
a visa or entry based on a false negative biometric 
reading(o), consideration should be given to establish-
ing a review process for non-nationals who allege such 
an error [2]. In the travel document application process, 
this may include a paper appeal or interview process to 
establish the true identity of the individual. The prac-
ticalities of review/appeal on seeking entry, or access, 
to a border are complicated by the situation at control 
points which are characterized by the prioritization 

of State security and speed of processing. Therefore, 
whilst it is unlikely that States would grant the right 
to appeal at that point, the possibility of an appeal 
“post removal” would ensure an appropriate balance 
between the interests of the individual and the security 
needs of the State, and ensure procedural fairness for 
the non-national in the migration process.

concluSIon
While biometrics has its detractors, both from 

the technical and social perspectives, there is little 
doubt that the use of biometrics in migration man-
agement is increasing and will expand significantly 
in the near future. In addition to concerns vis-à-vis 
domestic security, most countries do not want to be 
perceived as being a “weak link” when it comes to 
border security issues. Consequently, governments 
around the world are examining their immigration 
policies and procedures that are expected to affect 
the global security/migration management nexus. 

Biometrics are now squarely on the international 
migration management agenda, and indeed pro-
vide many benefits for ensuring the security of na-
tional borders, the safety of international aviation, 
the security of travel documents, and the safety of 
individuals. However clear, consistent parameters 
should be established at the national and interna-
tional levels to ensure adequate protection for the 
privacy of the individual and procedures to avoid 
the arbitrary frustration of the individual’s ability 
to move freely and lawfully. Such frameworks would 
promote the necessary balance between protecting 
the human rights of the individual and meeting the 
security objectives of the State. 
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